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Fix Mel

translation.
(remove this paragraph once the translation is finished)

SSO SAML nustatymo vadovas (Google SAML
ir Microsoft Entra ID)

This page is not fully translated, yet. Please help completing the

SAML 2.0 paslaugy teikéjo (Service Provider) galinis taskas
Directo sistemai

Norint prisijungti prie Directo SAML paslaugos, naudokite $j galinj taska (endpoint):

Reply URL/ACS ir Entity ID:

https://login.directo.ee/logos/samlCallback.asp

Entra ID Nustatymas

Norint sukonfiguruoti SAML autentifikacija su Entra ID:

e Sukurkite naujg programg Entra sistemoje, kaip ,,Single Sign-On“ metodg pasirinkdami SAML.
e Suformuokite programos konfiglracijg pagal Entra dokumentacijoje pateiktas instrukcijas.
» Naudokite auksCiau pateiktas Directo Reply URL/ACS ir Entity ID reikSmes.

Kai konfigUracija Entra ID bus atlikta teisingai, jusy nustatymai turety atrodyti taip:
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Microsoft Entra admin center 5 Search resources, services, and docs (G+/) |

Home > Enterprise applications | All applications > Browse Microsoft Entra Gal

ry > Directo SSO

A Home .
Directo SSO | SAML-based Sign-on
7 What's new Enterprise Application
B Diagnose & solve problems « T Uploadmetadatafile ) Change single sign-onmode #= Test this application | 27 Got feedback?
5 Overview
- o Deployment Plan Set up Single Sign-On with SAML
X Diagnose and solve problems An S5O implementation based on federation protocols improves security, reliabilty, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learr
S Identity ~ more,
Manage ¢
@ Ovenview 1} Properties Read the configuration guide o for help integrating Directo SSO.
K Users A | & Owners (1] Basic SAML Configuration
7 Edit
& Roles and administrators
All users dentifier (Entity D) httpsy/login directo.ee/logos/samiCallback.asp
28 Users and groups Reply URL (Assertion Consumer Service URL)  https://login.directo.ee/logos/samiCallback.asp
Deleted users Sign on URL
D Single sign-on Relay State (Optional)
User settings > Provisioning Logout Url (Optional)
" Groups N B! Application proxy o
C Self-senice Attributes & Claims ,
2 Devices v & Edit
givenname usergivenname
B Applications A surname user.surname
Security emailaddress user.mail
| Enterprise applications name user.userprincipalname
% Conditional Access Unique User Identifier user.userprincipalname
App registrations % Permissions
£ Protection N @ Token encryption © i centcates
8 Identity Governance N Activity Token signing certificate 2 Edi
i
i D Sign-inlogs Status Activa
B External Identities v Thumbprint
# Usage & insights Expiration 1/13/2028, 2:57:09 PM
- Show more ) Notification Email T=TIeN
& Audit logs -
App Federation Metadata Url hitpsy//loginmicrosoftonline.com/ar « +. .. B
o
& Provisioning logs Certificate (Base64)
& %
Botecton Certificate (Raw) d
Access reviews Federation Metadata XML Download
(&) 1dentity Governance Y Troubleshooting + Support
Verification certificates (optional)
2 New support request 2 kit
® verified o Required No
7 Verified ID e o
Expired 0

# Permissions Management

o Set up Directo SSO

@ Global Secure Access v
You'll need to configure the application to link with Microsoft Entra ID.
Login URL https:/login.microsoftonline.com/2 . w 2 B 8 . [
Microsoft Entra Identifier https://stswindowsnet/slrir s +rsvwsrmPTe ... 1)
Logout URL htps://login.microsoftonline.com/ v asa-. D
0 . single sign-on with Directo SSO
Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.
Test
2 Leamasupport ~ L=

Configuring the Login Button in Directo

To set up the SAML login button:

1. Navigate to General Settings - SAML Login Settings in Directo
2. Configure the button with your desired name - this will appear on the Directo login page
3. Enter the required parameters from your SAML service provider environment

Important Configuration Notes

SAML Attribute Mapping

This field determines how Directo identifies users. You can choose to match users by Email address,
or Username.
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0 Tip: The system setting ,,Only configured SSO methods can be used to log in“ allows you to:

¢ Disable traditional username/password login
e Disable ID card authentication
e Make SSO the exclusive login method for your organization
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