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DIRECTO KLIENTY ASMENS DUOMENUY
TVARKYMO POLITIKA (GDPR)

Versija - V1 Version - V1

Data - 2020-03-02 Date - 2 March 2020

ASMENS DUOMENU TVARKYMO POLITIKA  POLICY (CONDITIONS) OF PERSONAL DATA
(SALYGOS) PROCESSING

ASMENS DUOMENY TVARKYMAS

NAUDOJANTIS DIRECTO VERSLO VALDYMO | ERSONAL DATA PROCESSING USING

DIRECTO BUSINESS MANAGEMENT SYSTEMS

SISTEMOMIS

Tuo atveju, kai Klientas arba Valdytojas (kaip jis In case the Client or Data Controller (as defined in
apibréztas Siose Salygose Zzemiau) pradeda these Conditions below) starts using the product
naudotis Produktu (kaip jis apibréztas Siose (as defined in these Conditions below), the rules of

Salygose Zemiau) yra taikomos Siose Salygose  Personal Data processing, which are set out in
iSdéstytos Asmens duomeny tvarkymo taisyklés. these Conditions, shall be applicable.

Sios Salygos sudaro naudojimosi Produktu sglygy These Conditions is inseparable part of conditions
(atitinkamos Sutarties) neatskiriama dalj. Jos yra of using the Product (of relevant agreement). They
skelbiamos http://wiki.directo.ee/lt/gdpr_priedas are published http://wiki.directo.ee/lt/gdpr_priedas

1. Terminai ir apibrézimai 1. Terms and definitions

1.1. Siose Salygose, jskaitant preambule bei 1.1. In these Conditions, including preamble
priedus, didzigja raide rasomy terminy reikSmés thereof and annexes thereto, the terms in capital
yra Sios: letters shall have the following meanings:
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Duomeny valdytojas arba Klientas arba
Valdytojas reiskia Klienta, kuris viena arba
drauge su kitais nustato Kliento duomeny
(jskaitant Asmens duomenis) tvarkymo tikslus ir
priemones ir kuris naudojasi Produktu.

Duomeny tvarkytojas arba Paslaugy
teikéjas arba Tvarkytojas arba DIRECTO
reiSkia uzdarajq akcine bendrove ,Directo”,
juridinio asmens kodas 125943981, kurios
registruota buveiné yra Juozo Balcikonio g. 9,
Vilnius, kuri Duomeny valdytojo yra jgaliota
tvarkyti Duomenis Siose Salygose nustatyta
apimtimi.

Asmens duomenys reiskia asmens duomenis,
kaip jie yra apibrézti Reglamente, ir kurie sudaro
Kliento duomeny dalj.

Duomeny subjektas reiskia fizinj asmenj, kurio
Asmens duomenys sudaro Kliento duomeny dalj.
Treciasis asmuo reiskia juridinj ar fizinj asmenj,
iSskyrus Duomeny subjekty, Valdytoja,
Tvarkytoja ir asmenis, kurie yra tiesiogiai
Valdytojo ar Tvarkytojo jgalioti tvarkyti Asmens
duomenis.

TO Priemonés reiskia Tvarkytojo taikomas
technines organizacines TO Priemones, kurios
yra aiskiai jvardintos 1 priedélyje.

Paslaugy sutartis reiSkia sutartj tarp Duomeny
tvarkytojo ir Duomeny valdytojo dél naudojimosi
Produktu, nepriklausomai nuo jos sudarymo
formos ar budo.

Produktas reiSkia Sistemga ir Paslaugas, kaip jos
apibréztos Paslaugy sutartyje.

Reglamentas arba BDAR reiskia Europos
Parlamento ir Tarybos reglamenta (ES) 2016/679
del fiziniy asmeny apsaugos tvarkant asmens
duomenis ir dél laisvo tokiy duomeny judéjimo ir
kuriuo panaikinama Direktyva 95/46/EB
(Bendrasis duomeny apsaugos reglamentas).
Salygos Reiskia Sias duomeny tvarkymo
salygas.

Salis reiskia Duomeny valdytojg arba Duomeny
tvarkytoja.

Salys reiskia Duomeny valdytojg ir Duomeny
tvarkytoja kartu.

1.2. Kitos Siose Salygose naudojamos sgvokos
atitinka Reglamente pateiktas apibréztis, taip
pat Paslaugy sutartyje nustatytas savokas.

Data Controller or Client or Controller means
Client which, either alone or in association with
others, establishes the purposes and measures of
Client’s data (including personal Data) processing
and which is using the Product.

Data Processor or Supplier or Processor or
DIRECTO means Directo UAB, legal entity code
125943981, registered office at Juozo BalCikonio
str. 9, Vilnius, which is authorized by Data
Controller to process Data to the extent specified
in these Conditions.

Personal Data means the personal data as
defined in the Regulation, which form part of the
Client's data.

Data Subject means a natural person whose
Personal Data forms part of the Client's data.
Third person means a legal entity or a natural
person, other than the Data Subject, the
Controller, the Processor and persons who are
directly authorized by the Controller or Processor
to process the Personal Data.

TO Measures means the technical and
organizational TO Measures applied by the
Processor, which are expressly listed in Annex 1.
Service Contract means agreement between the
Data Processor and the Data Controller on using
the Product, irrespective of form and method of
conclusion.

Product means the System and the Services, as
they defined in the Agreement.

Regulation or GDPR means Regulation (EU)
2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of
natural persons with regard to the processing of
personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General
Data Protection Regulation).

Conditions Means these Conditions of Personal
Data Processing.

Party means the Data Controller or the Data
Processor.

Parties means both the Data Controller and the
Data Processor.

1.2. The other definitions used in these Conditions
are in accordance with the definitions given in the
Regulation as well as the terms set out in the
Service Contract.
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2. Dalykas

2.1. Atsizvelgiant j tai, kad Salys yra sudare
Paslaugy sutartj, pagal kurig Paslaugy teikéjas
teikia Klientui tam tikras paslaugas, dél kuriy
Kliento duomenys ar tam tikros jy dalys gali buti
prieinami Paslaugy sutartyje jvardintais tikslais
Paslaugy teikéjui. Kliento duomenys ar jy dalis
gali apimti ir Asmens duomenis, tad Sios Salygos

2. Subject matter

2.1. Taking into account the fact that the Parties
have concluded a Service Contract under which
the Service Provider is providing certain services
to the Client, as a result of which the Client's data
or certain parts thereof may be made available to
the Service Provider for the purposes specified in
the Service Contract. The Client's data or parts
thereof may include the Personal Data, these

nustato Saliy teises ir pareigas Asmens duomeny Conditions establish rights and obligations of the

tvarkymo klausimais, kaip to reikalauja BDAR.

2.2. Tvarkytojas atlieka Asmens duomeny
tvarkymo veiksmus tik pagal Duomeny valdytojo
pateiktus teisétus nurodymus. Duomeny
tvarkytojas nedelsdamas informuoja Duomeny
valdytoja , jei, jo nuomone, nurodymas pazeidzia
Reglamenta ar kitus taikytinus teisés aktus.

3. Tvarkymo apimtis ir tikslas

3.1. Asmens duomeny tvarkymas apima tik tuos
tvarkymo veiksmus, kurie reikalingi paslaugoms
pagal Paslaugy sutartj atlikti.

3.2. Duomeny subjekty, kuriy Asmens duomenys
gali bati jtraukti | Kliento duomenis, grupés gali
buti: darbuotojai, Kliento klienty - juridiniy
asmeny darbuotojai, Kliento klientai - fiziniai
asmenys.

3.3. Tvarkytojo tvarkymo veiksmy tikslas yra
tinkamas paslaugy teikimui pagal Paslaugy
sutart;.

3.4. Valdytojas patvirtina, kad Valdytojo
vykdomas Asmens duomeny tvarkymas
(jskaitant naudojimasi Tvarkytojo paslaugomis)
yra atliekamas vadovaujantis atitinkamy Asmens
duomeny perdavimo metu galiojanciy teises
akty reikalavimu.

3.5. Pradédamas naudotis ir tesdamas
naudojimasi Produktu Valdytojas patvirtina, kad
Asmens duomeny tvarkymo sglygos, nustatytos
Siose Salygose, jam yra tinkamos ir priimtinos
siekiant uztikrinti tinkamg Asmens duomeny
apsaugos lygj, atitinkantj jo vykdoma tvarkyma
(jo pobudj), su juo susijusias rizikas, Asmens
duomeny rasj, apreptj, konteksta ir tikslus.

4. Terminas

4.1. Tvarkytojo atliekamas Asmens duomeny
tvarkymas gali testis tol, kol galioja Paslaugy
sutartis. Jai pasibaigus Tvarkytojas nutraukia
tvarkymo veiksmus per Paslaugy sutartyje
nurodytg termina.

Parties as regards to the processing of the
Personal Data as required by the GDPR.

2.2. The Data Processor carries out the Personal
Data processing exclusively in line with the lawful
instructions provided by the Data Controller. The
Data Processor shall immediately inform the
Controller if, in its opinion, the instructions are
contrary to the Regulation or other applicable
legislation.

3. Scope and purpose of processing

3.1. The processing of Personal Data covers only
the processing operations which are required for
provision of the service under the Service
Contract.

3.2. The following groups of the Data Subjects
whose Personal Data may be included in the
Client's data: employees, employees of the Client's
clients - legal entities, and clients of the Client -
natural persons.

3.3. The purpose of the processing operations
carried out by the Processor is to ensure proper
provision of services under the Service Contract.

3.4. The Controller warrants that the Controller's
processing of the Personal Data (including the use
of the Processor's services) is carried out in
accordance with the requirements of the legal acts
applicable as of the time of transfer of the Personal
Data.

3.5. By starting and continuing using the Product,
the Data Controller confirms that conditions of the
Personal Data processing established in these
Conditions, are proper and acceptable for it to
ensure an adequate level of the Personal Data
protection, appropriate to the processing carried
out by it (its nature), the risks involved, the nature,
scope, context and purposes of the Personal Data.

4. Time limit for Processing Operations

4.1. Processing of the Personal Data carried out by
the Processor may continue throughout the
validity term of the Service Contract. Upon its
expiration, the Processor terminates processing
operations within the time limit specified in the
Service Contract.
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4.2. Tuo atveju, jei pagal taikomus teisés aktus
Tvarkytojas turi atlikti Siose Sglygose numatytus
tvarkymo veiksmus net ir po Paslaugy sutarties
pasibaigimo, auksc¢iau esan¢iame punkte
nurodyta nuostata netaikoma ta apimtimi ir
laikotarpiu, kuria Tvarkytojas turi vykdyti teisés
akty nustatytg pareiga.

5. Konfidencialumas bei TO Priemonés

5.1. Tvarkytojas atsako uz tvarkomy Asmens
duomeny konfidencialuma ir sauguma. Sis
nuostata netaikoma tais atvejais, kai Tvarkytojas
privalo atskleisti Asmens duomenis vykdydamas
teisés aktuose nustatytas pareigas.

5.2. Tvarkytojas uztikrina, kad visi su Kliento
duomeny tvarkymu susije asmenys buty
isipareigoje uztikrinti konfidencialuma arba jiems
buty taikoma atitinkama jstatymais nustatyta
konfidencialumo prievolé.

5.3. Valdytojui atskirai nurodzius ir jei teisés
aktai Tvarkytojo nejpareigoja kitaip, Tvarkytojas
privalo saugiai ir neatkuriamai sunaikinti
tvarkomus Asmens duomenis, jy kopijas ir jy
sunaikinimo faktg patvirtinti Valdytojui.

5.4. Tvarkytojas atsizvelgdamas j techniniy
galimybiy iSsivystymo lygj, jgyvendinimo
sgnaudas bei tvarkymo pobudj, duomeny
saugumui, vientisumui, nepakei¢ciamumui
uztikrinti taiko tik tas TO Priemones, kurios
jvardintos 1 priedélyje.

5.5. Auksciau nurodytos TO Priemonés néra
pritaikytos konkreciai Valdytojui, o yra
standartizuotos ir vienodai taikomos visoms
tokio paties pobudzio Tvarkytojo paslaugoms bei
klientams. Valdytojas patvirtina, kad tokios TO
Priemonémis jam yra pakankamos ir tinkamos
siekiant uztikrinti tinkamg Asmens duomeny
apsaugos lygj, atitinkantj jo vykdoma tvarkyma
(jo pobudj), su juo susijusias rizikas, Asmens
duomeny rasj, apreptj, konteksta ir tikslus.

5.6. Tvarkytojas savo nuozilra gali keisti /
atnaujinti TO Priemones apie tai atskirai
neinformuodamas Valdytojo. Toks keitimas ar
atnaujinimas negali suteikti mazesnio apsaugos
lygio, nei Siy Salygy sudarymo (paskelbimo)
metu suteikia TO Priemonés.

4.2. In the event that the Processor is required by
the applicable legal acts to carry out the
processing operations provided for in these
Conditions even after the termination of the
Service Contract, the provision referred to
hereinabove shall not apply to the extent and for
the period during which the Processor is required
to comply with the statutory obligation.

5. Confidentiality and TO Measures

5.1. The Processor shall be responsible for
maintaining the confidentiality and security of the
Personal Data being processed. This provision does
not apply in cases where the Processor is required
to disclose Personal Data when complying with
statutory obligations.

5.2. The Processor shall ensure that all the persons
involved in the processing of the Client's data are
bound by the obligation of confidentiality or
subject to the applicable statutory obligation of
confidentiality.

5.3. Upon separate Controller’s instruction and if
the law does not impose any obligation to the
contrary on the Processor, the Processor must
securely and irreversibly destroy the Personal Data
being processed as well as copies thereof and
certify the fact of their destruction to the
Controller.

5.4. The Processor, having regard to the level of
advancement of technical capabilities, the
implementation costs and the nature of the
processing, shall apply, for the purpose of ensuring
security, integrity, irreversibility of the data, only
those TO Measures listed in Annex 1.

5.5. The said TO Measures are not specific to the
Controller, but are standardized and applied
equally to all the Processor's services of the same
kind, as well as to clients. The Controller warrants
that such TO Measures are sufficient and
appropriate for it to ensure an adequate level of
Personal Data protection, appropriate to the
processing carried out by it (its nature), the risks
involved, the nature, scope, context and purposes
of the Personal Data.

5.6. The Processor may, at its discretion, modify /
update the TO Measures without notifying the
Controller individually. Such modification or
updating may not result in a lower level of
protection than provided by the TO Measures at
the time of the conclusion of these Conditions
(making them available).
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5.7. Bet kokiy techniniy organizaciniy TO
Priemoniy, kuriy neapima TO Priemonés,
jgyvendinimas pagal Valdytojo nurodyma gali
bati atliekamas tik Valdytojo sgskaita.

6. Informacijos teikimas ir auditas

6.1. Tvarkytojas suteiks Valdytojui informacija,
buting jrodyti, kaip vykdomos Tvarkytojo
prievolés pagal Sias Salygas. Tokia informacija
pateikiama per protinga Saliy suderinta
laikotarpi.

6.2. Tvarkytojas suteiks galimybe ir sudarys
sglygas Valdytojui reguliariai (ne dazniau kaip
vieng karta per metus) Saliy suderintu laiku
Valdytojo saskaita patikrinti (atlikti auditg), kaip
vykdomi Siose Salygose numatyti reikalavimai.
Tokio patikrinimo (audito) apimtis ir sudaromos
salygos bus tokios:

(a) atsakymai | Valdytojo rastu pateiktus
klausimus; bei

(b) galimybe apklausti atitinkama Tvarkytojo
specialistg Tvarkytojo patalpose.

6.3. Valdytojas gali pasitelkti treCigjg Salj -
nepriklausoma auditoriy, atlikti tokiam
patikrinimui su sglyga, kad tokios Salies atzvilgiu
Tvarkytojas neturi pagrjsty priestaravimuy.

6.4. Tvarkytojas nesuteiks nei Valdytojui, nei jo
pasitelktai treciajai Saliai prieigos prie Tvarkytojo
sistemy ir/ar IT infrastruktaros.

6.5. Bet kokiai tokio audito metu Valdytojo
suzinotai informacijai taikomos Paslaugy
sutarties nuostatos (jskaitant del
konfidencialumo, kt.).

6.6. Salys susitaria, kad bet koks informacijos
teikimas ir pagalba atliekant auditg negali
trukdyti jprastinés Tvarkytojo veiklos bei salygoti
nepagristy Tvarkytojo kasty.

7. Pagalba Valdytojui

7.1. Atsizvelgiant | Tvarkytojo atliekamus
Asmens duomeny tvarkymo veiksmus ir jy apimtj
bei pobudj, Tvarkytojas:

7.1.1. suteiks Valdytojui pagalba, kad buty
ivykdyta Valdytojo prievolé atsakyti | praSymus
pasinaudoti teisés aktuose numatytomis
Duomeny subjekto teisemis.

5.7. Implementation of any technical
organizational TO Measures, not covered by the TO
Measures, may be possible only at the expense of
the Controller and according to the Controller's
instruction.

6. Provision of information and auditing

6.1. The Processor will provide the Controller with
the information necessary to demonstrate how the
Processor's obligations under these Conditions are
being performed. Such information shall be
provided within a reasonable period agreed by the
Parties.

6.2. The Processor will provide the opportunity and
conditions for the Controller to regularly (no more
often than once a year) inspect (perform an audit),
at the time agreed between the Parties and at the
Controller's expense, compliance with the
requirements established in these Conditions. The
scope and conditions for such an inspection (audit)
will be as follows:

(a) answers to questions submitted by the
Controller in writing; and

(b) the possibility of interviewing the appropriate
Processor's officer at the Processor's premises.

6.3. The Controller may invoke a third party, an
independent auditor, to perform such inspection,
provided that the Processor does not have any
reasonable objections with respect to such a party.

6.4. The Processor will not give the Controller, or
the third party invoked thereby, access to the
Processor’s systems and/or IT infrastructure.

6.5. The provisions of the Service Contract
(including related to confidentiality, etc.) shall
apply to the information obtained by the Controller
in the course of such an audit.

6.6. The Parties agree that any provision of
information and assistance in conducting audits
may not interfere with the normal activities of the
Processor and result in unreasonable costs for the
Processor.

7. Assisting the Data Controller

7.1. Taking into account the Personal Data
processing operations carried out by the
Processor, the scope and nature thereof, the
Processor:

7.1.1. will provide the Controller with assistance in
fulfilling the Controller's obligation to respond to
requests for access to the rights of the Data
Subject as stipulated by the applicable legislations.
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7.1.2. jsipareigoja bendradarbiauti su Valdytoju
bei pateikti Valdytojo praSoma informacijg ir (ar)
dokumentus, reikalingus prieziros institucijai
vykdant Valdytojo patikrinimg ir kuriuos
Tvarkytojas gali pateikti.

7.1.3. gaves bet kokj valstybinés valdZios
institucijy prasyma ar reikalavima, susijusj su
Asmens duomeny tvarkymu, susijusj su
Tvarkytojo veiksmais pagal Sias Salygas, ar
Asmens duomenimis, privalo apie tai nedelsiant
informuoti Valdytoja rastu, nebent tai nebuty
leidZiama pagal taikomus teisés aktus.

7.1.4. Tvarkytojas jsipareigoja informuoti
Valdytoja apie saugumo pazeidima tik tuo
atveju, jei toks pazeidimas yra susijes su Kliento
duomenimis. Tokiu atveju Tvarkytojas informuoja
Valdytojg per protinga terming, bet ne véliau
kaip per 24 valandas.

7.1.5. padeda Valdytojui jvykdyti jam tenkancias
prievoles del poveikio duomeny apsaugai
vertinimo ir iSankstiniy konsultacijy su prieziuros
institucija, teikdamas konsultacijas ar kitokia
pagalba Valdytojui.

7.2. Salys susitaria, kad bet kokia pagalba pagal
Sias Salygas,jei ji atskirai nejvardinta/neaptarta
Paslaugy sutartyje kaip paslaugy pagal jg dalis
ar virSija Paslaugy sutartyje numatytus Paslaugy
teikéjo jsipareigojimus, bus apmokama pagal
Paslaugos teikéjo tuo metu galiojancius paslaugy
teikimo jkainius arba Saliy suderintus jkainius.

8. Sub-tvarkytojai

8.1. Tvarkytojas turi teise pasitelkti kitus
tvarkytojus (sub-tvarkytojus) be iSankstinio
Valdytojo sutikimo iSlikdamas uz juos visiskai
atsakingu. Tokie pasitelkti duomeny tvarkytojai
uztikrins Siose Salygose nustatyty Tvarkytojui
taikomy reikalavimy jgyvendinima tiek, kiek tai
susije su jiems patikétais Asmens duomeny
tvarkymo veiksmais.

7.1.2. undertakes to cooperate with the Controller
and provide the information and/or the documents
requested by the Controller, which are required by
the supervisory authority in the course of the
Controller's inspection and which may be provided
by the Processor.

7.1.3. upon receipt of any request or demand from
public authorities, relating to the processing of
Personal Data, to the actions of the Processor
under these Conditions or to the Personal Data,
must immediately notify the Controller in writing,
unless prescribed to the contrary by the applicable
legislations.

7.1.4. The Processor undertakes to notify the
Controller of a security breach only if such a
breach is related to the Client's data. In this case,
the Processor will notify the Controller within a
reasonable time, but no later than within 24 hours.

7.1.5. Shall assist the Controller in fulfilling its
obligations, regarding the data protection impact
assessment and the prior consultations with the
supervisory authority, by providing consultations
or other assistance to the Controller.

7.2. The Parties agree that any assistance under
these Conditions, if not individually named/covered
by the Service Contract as part of the services
thereunder or exceeding the obligations of the
Service Provider provided for in the Service
Contract, will be paid at the service rates currently
applied by the Service Provider at the time or at
the rates agreed upon by the Parties.

8. Sub-processors

8.1. The Processor has a right to subcontract other
processors (sub-processors) without the prior
consent of the Controller. The Processor remains
fully liable for them. Such data processors invoked
by the Processor will ensure the compliance with
the requirements imposed by these Conditions to
the Processor as far as the Personal Data
processing operations entrusted to them are
concerned.
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9. Atsakomybé
9.1. Tvarkytojas uz dél Asmens duomeny
tvarkymo sukeltg zalg atsako tik tuo atveju, jei

jis nesilaiké Reglamente konkreciai Tvarkytojams

nustatyty prievoliy arba jei jis veiké
nepaisydamas teiséety Valdytojo nurodymy arba
juos pazeisdamas (jskaitant Siy Salygy
pazeidimus). Tokiu atveju Tvarkytojas atsako tik
uz tg zalg, kurig tiesiogiai salygojo Tvarkytojui
nustatyty prievoliy pazeidimai. Bet kokiu atveju
Tvarkytojo atsakomybei bus taikomos Paslaugy
sutartyje nustatytos atsakomybés taikymo
saglygos (jskaitant ribojimus).

9.2. Valdytojas yra atsakingas uz Tvarkytojo

patirtg zala, atsiradusius Valdytojui pazeidus Sias

Salygas ir (ar) Lietuvos Respublikos teisés akty
reikalavimus.

10. Salygu taikymas
10.1. Sios Salygos pradedamos taikyti nuo tada,
kada Valdytojas pradeda naudotis Produktu.

10.2. Salies kylancios teisés ir (ar) pareigos
Salies negali bati perleistos tretiesiems
asmenims be idankstinio kitos Salies rasytinio
pritarimo.

11. Keitimas

11.1. Sias Salygas Tvarkytojas gali keisti, pildyti
ar kitaip modifikuoti vienasaliSkai apie bet kokj
pakeitima, papildyma ar modifikavima
informuodamas Valdytoja paskelbdamas tai
tinklapyje (auksSCiau pateiktoje nuorodoje).

11.2. Valdytojo naudojimasis Produktu po Siy
Salygy pakeitimo, papildymo ar kitokio
modifikavimo reiskia, kad Valdytojas sutinka su
tokiais pakeitimais, papildymais ar kitokiais
modifikavimais.

12. Baigiamosios nuostatos

12.1. Sioms Salygoms taikoma Lietuvos
Respublikos teisé.

12.2. Sioms Salygoms taikomos Paslaugy
sutarties nuostatos tiek, kiek suderinama su Siy
Salygy nuostatomis.

12.3. Salys susitaria, kad bet koks gin¢as ir (ar)
reikalavimas, kylantis is Siy Salygy ar susijes su
jomis, ar kylantis iS Siy Salygy pazeidimo,
nutraukimo ar negaliojimo, bus sprendziamas
Paslaugy sutartyje numatyta tvarka.

12.4. Visi praneSimai teikiami Paslaugy sutartyje
numatytais badais ir forma.

9. Liability

9.1. The Processor shall only be liable for the
damages caused by the processing of Personal
Data, if it has not complied with the obligations
imposed specifically on the Processors by the
Regulation or if it has acted contrary to or in
violation of the lawful instructions of the Controller
(including violations of these Conditions). In this
case, the Processor shall only be liable for the
direct damage caused by the violation of the
obligations imposed on the Processor. In any case,
the terms and conditions for the arising of liability
of the Processor (including limitations) set forth in
the Service Contract shall apply to the liability of
the Processor.

9.2. The Controller shall be liable for the damage
incurred by the Processor as a result of the breach
of these Conditions and/or requirements of legal
acts of the Republic of Lithuania committed by the
Controller.

10. Application of these Conditions
10.1. These Conditions shall become applicable
when the Controller starts using the Product.

10.2. The rights and/or obligations of a Party may
not be assigned to third parties without prior
written consent of the other Party.

11. Changes

11.1. These Conditions may be changed,
supplemented or otherwise modified unilaterally
by the Processor by informing the Controller about
any change, supplementation or modification of
these Conditions by publishing it at the website (as
specified above in these Conditions).

11.2. Use of the Product by the Controller after
changes, supplementations or modifications of
these Conditions means that the Controller agrees
with these changes, supplementations or other
modifications.

12. Miscellaneous
12.1. The laws of the Republic of Lithuania apply to
these Conditions.

12.2. The provisions of the Service Contract apply
to these Conditions as much as compatible with
the provisions of these Conditions.

12.3. The Parties agree that any dispute and/or
claim arising out of these Conditions or in relation
thereto, or arising out of the breach, termination or
invalidity thereof will be resolved in a procedure
set forth by the Service Contract.

12.4. All notices shall be provided in the manner
and form established in the Service Contract.
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1 priedélis prie

||Annex 1lto

ASMENS DUOMENU TVARKYMO SALYGUY

1. Informacijos Saugumo Politika

1.1. DIRECTO turi plétoti, administruoti ir islaikyti
tinkama politikg, kad apsaugoty DIRECTO
informacijos sistemas nuo nuostoliy, zalos,
neteiséto atskleidimo ar verslo sutrikimo, kuris
apima fizine apsauga ir loginj informacijos
sistemy suskaidyma jskaitant bet kuriuos Kliento
duomenis ir Asmens duomenis pateiktus
DIRECTO atlikti Paslaugas, kurios turi bati
tvarkomos ar perduodamos.

2. Informacijos saugumo organizavimas
2.1. DIRECTO turi islaikyti tinkamai kvalifikuota
personala, su aiskiai apibréztais vaidmenimis ir
atsakomybémis savo informacijos saugumo
organizavime, koordinuoti saugumo
igyvendinima DIRECTO organizavime.

2.2. DIRECTO turi nustatyti reikalavimus
informacijos jautrumui, apsaugai ir atskleidimui,
ir perzitreti tokius reikalavimas kasmet.

2.3. DIRECTO turi efektyviai atskirti pareigas,
vaidmenis ir atsakomybes, siekiant uzkirsti kelig
neteisétam DIRECTO verslo kritinés informacijos
léSy naudojimui.

3. Turto valdymas

3.1. DIRECTO turi priziuréti proceduras,
nustatyti, kontroliuoti ir iSlaikyti pagrindinio
DIRECTO turto nuosavybés ir apsaugos
klasifikacija ir Kliento duomenis ir Asmens
duomenis esancius DIRECTO duomeny centro
infrastrukturoje.

3.2. DIRECTO turi sukurti politika apibrézianciag
priimting informacijos ir turto naudojima, ir
skelbti jg visiems tinkamiems DIRECTO turto ir
informacijos naudotojams.

4. Zmogiskuju istekliy saugumas

4.1. DIRECTO turi plétoti ir jgyvendinti politika ir
procediras, kurios uztikrina DIRECTO personalo
ir 3-yjy Saliy tinkamumag atsizvelgiant j jy
vaidmenis ir atsakomybe.

4.2. DIRECTO turi teikti tinkamg informuotumo

CONDITIONS OF PERSONAL DATA
PROCESSING

1. Information Security Policy

1.1. DIRECTO shall develop, administer and
maintain appropriate policies that protect
DIRECTQ'’s information systems from loss,
damage, unauthorized disclosure or disruption of
business, which includes the physical protection
and logical segmentation of information systems
including any Customer Data and Personal Data,
provided to DIRECTO to perform the Services, to
be processed or transmitted.

2. Organization of Information Security

2.1. DIRECTO shall retain suitably qualified
personnel, with clearly defined roles and
responsibilities, within their information security
organization, to coordinate the implementation of
security for the DIRECTO organization.

2.2. DIRECTO shall determine requirements for
sensitivity, protection and disclosure of
information, and shall review such requirements
annually.

2.3. DIRECTO shall effectively segregate duties,
roles and responsibilities, to prevent unauthorized
use of DIRECTO's business critical information
assets.

3. Asset Management

3.1. DIRECTO shall maintain procedures to identify,
control and maintain the ownership and security
classification of key DIRECTO assets and Customer
Data and Personal Data held within the DIRECTO
data center infrastructure.

3.2. DIRECTO shall create policies defining the
acceptable use of information and assets, and
promulgate these to all appropriate users of
DIRECTO assets and information.

4. Human Resources Security

4.1. DIRECTO shall develop and implement policies
and procedures that ensure the suitability of
DIRECTO personnel and 3rd parties in relation to
their roles and responsibilities.

4.2. DIRECTO shall provide appropriate awareness

ugdyma ir prieiga prie informacijos, kad DIRECTO training and access to information, so that

naudotojai ir 3-osios Salys suprasty jy IT
saugumo jsipareigojimus atizvelgiant | Kliento
duomenis ir Asmens duomenis.

4.3. DIRECTO turi uztikrinti, kad visos butinos
proceduros yra atliekamos DIRECTO
darbuotojams pasikeitus vaidmeniui, pasibaigus
uzduodiai, nutraukus darba, sutartj, susitarima.

DIRECTO users and 3rd parties understand their IT
Security responsibilities, in relation to Customer
Data and Personal Data.

4.3. DIRECTO shall ensure that all necessary
procedures are performed for DIRECTO employees
upon change of role, end of engagement,
termination of employment, contract or
agreement.
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5. Fizinis ir aplinkos saugojimas
5.1. DIRECTO turi jvesti efektyvig fizine ir

5. Physical and Environmental Security
5.1. DIRECTO shall institute effective physical and
environmental controls and safeguards, to

aplinkos kontrole ir apsaugos priemones, siekiant preserve the integrity and availability of DIRECTO

iSsaugoti DIRECTO informaciniy sistemy ir

Kliento duomeny / Asmens duomeny vientisuma

ir prieinamuma.

5.2. DIRECTO turi teikti priemones, skirtas
uztikrinti ir palaikyti pagalbine informacijos ir

informacijos sistemy infrastruktirg, jskaitant bet

kokios jrangos, susijusios su bet kokiu klienty
jtraukimu, fizine apsauga.

6. Rysiy ir operacijy saugumas
6.1. DIRECTO turi apibrézti tinkamg procesy ir

procedury rinkinj efektyviam rysiy tinklo sistemy

valdymui ir informacijos apdorojimo jrenginius,
kuriuose yra Kliento duomeny ir Asmens
duomeny jskaitant:

* Pakeitimy valdymas

* Treciosios Salies paslaugy teikimo valdymas
* Sistemos planavimas ir pakeitimas

* Apsauga nuo kenksmingo kodo

* Requliari informacijos ir programinés jrangos
atsargineé kopija

* Tinklo saugumo valdymas jskaitant saugig
nuotoline prieigg, jsilauzimo aptikima, tinklo
protokolg ir perimetro apsauga, priemones

skirtas neleistinai veiklai aptikti, saugoti ir
tvarkyti skaitmenine medijg

* Keitimasis informacija taikant tarpusavyje
suderintus metodus ir tinkamga Sifravimo
naudojima

* Stebésena ir audito registravimas

* Informaciniy sistemy eksploatavimo
nutraukimas

* Verslo kritiniy sistemy ir komponenty
pajégumy valdymas

* Plétros ir iSankstinés gamybos aplinka

* Valdymo proceduros, tvarkant ir saugant
laikmeng

7. Prieigos kontrolé

7.1. DIRECTO turi jdiegti proceduras, skirtas
kontroliuoti prieigg prie informacijos sistemy ir
Kliento duomeny/Asmens duomeny, jskaitant
naudotojo identifikavimo ir prieigos kontroles
teikima.

information systems and the Customer
Data/Personal Data contained thereon, whether
they are in use at DIRECTO facilities, client sites or
third-party locations.

5.2. DIRECTO shall provide measures for assuring
and maintain the supporting infrastructure of
information and information systems, including the
physical protection of any equipment associated
with any client engagement.

6. Communications and Operations Security
6.1. DIRECTO shall define a suitable set of
processes and procedures for the effective
management of the communications network
systems and information processing facilities
which contain Customer Data and Personal Data
including:

* Change management

* Third Party service delivery management

* System planning and acceptance

* Protection against malicious code
* Regular backup of information and software

* Network security management including secure
remote access, intrusion detection, network
protocol and perimeter protection,
countermeasures designed to detect unauthorized
activity, storage and handling of digital media

* Exchange of information via mutually agreed
methods and appropriate use of encryption

* Monitoring and audit logging
* Decommissioning of information systems

* Capacity management of business’ critical
systems and components

* Development and pre-production environments

* Procedures for management, handling and
storage of media

7. Access Control

7.1. DIRECTO shall implement procedures
designed to control access to information systems
and Customer Data/Personal Data, including
providing user identification and access controls.
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7.2. DIRECTO turi siekti apriboti prieigg prie
Kliento konfidencialios informacijos/Asmens
duomeny jgaliotiems naudotojams, kurie
reikalauja tokios prieigos remiantis verslo
reikalavimais.

8. Informaciniy sistemu jsigijimas, plétra ir
prieziura

8.1. Atsizvelgiant | Informaciniy Sistemy
specifikacijg, sigijima, plétra ir priezilra,
iskaitant tuos, kuriuos jsigyja is iSorés tiekéjy ir
pagaminty viduje, DIRECTO turi nustatyti butinus
konfidencialumo, vientisumo ir prieinamumo
reikalavimus, ir perziureéti juos atsizvelgiant |
ilgalaikj rizikos profilj per naudojimo laikotarpj.

8.2. DIRECTO turi apibrézti ir iSlaikyti principus
bet kokiems programineés jrangos plétros
gyvavimo ciklo atitinkamiems saugumo
aspektams.

8.3. DIRECTO turi nustatyti ir jvertinti paskelbtas
technines pazeidziamas vietas ir grésmes, ir
jdiegti veiksmingg pazeidimy Salinimo ir
pazeidziamumo valdymo politika, skirtg iSvalyti
DIRECTO informacijos sistemas kai butina.

9. Informacijos saugumo incidento
valdymas

9.1. DIRECTO turi parengti ir priimti incidento
reagavimo plang ir programa, kuriose
nurodomos proceduros ir nurodymai, kuriy reikia
laikytis incidento atveju, susijusios su DIRECTO
kompiuteriy infrastruktdros saugumu,
dokumentais, nurodant bdtinus zingsnius ir
komunikacijos kanalus.

9.2. DIRECTO turi uztikrinti, kad nurodymuose
buty numatytos tinkamos proceduros pranesti
musy Klientams, ir kitiems butiniems
suinteresuotiems asmenims, jei bet kuris
saugumo incidentas sukélé saugumo pazeidima
susijusj su Asmens duomenimis.

10. Verslo testinumo valdymo informacijos
saugumo aspektai

10.1. DIRECTO turi vystyti ir palaikyti Verslo
testinumo poveikio analize ir Nelaimiy atstatymo
planus, skirtus palaikyti DIRECTO teikiamas
paslaugas su minimaliu pertraukimu. Kiekvienas
planas turi detalizuoti priemones, skirtas
veikmingam paslaugy atktrimui paremti, kuo
greiciau atnaujinti operacijas po avarinés
situacijos.

10.2. DIRECTO turi periodiskai tikrinti jmonés
labiausiai kritiSkas verslo programas, pateikti
garantija, kad jos yra lengvai prieinamos
paskelbtos nelaimés atveju.

7.2. DIRECTO shall seek to limit access to Client’s
Confidential Information/Personal Data to
authorized users, who require such access based
upon business requirements.

8. Information Systems Acquisition,
Development & Maintenance

8.1. With regard to the specification, acquisition,
development and maintenance of Information
Systems, including both those procured from
external vendors and those internally produced,
DIRECTO shall determine the necessary
confidentiality, integrity and availability
requirements, and continue to review these
against an enduring risk profile through the usage
lifecycle.

8.2. DIRECTO shall define and maintain principles
for the appropriate security aspects of any
software development lifecycle.

8.3. DIRECTO shall identify and evaluate notified
technical vulnerabilities and threats, and shall
deploy an effective patch and vulnerability
management policy designed to remediate
DIRECTOQ’s Information Systems where necessary.

9. Information Security Incident Management
9.1. DIRECTO shall prepare and maintain an
incident response plan and program containing
procedures and directions to follow in the event of
an incident related to the security of DIRECTO's
computer infrastructure, documenting the
necessary steps and channels of communication to
be followed.

9.2. DIRECTO shall ensure that the directions
incorporate appropriate procedures for notifying
our Clients, and other necessary stakeholders,
promptly if any security Incident is determined to
have caused a security Breach involving Personal
Data.

10. Information security aspects of business
continuity management

10.1. DIRECTO shall develop and maintain
Business Continuity impact analyses and Disaster
Recovery plans, designed to maintain DIRECTO’s
delivery of the Services with minimal interruption.
Each plan shall detail measures to support the
effective restoration of services, to resume
operations as soon as possible after an
emergency.

10.2. DIRECTO shall conduct periodic testing on
the firm’s most critical business applications, to
provide assurance that they are readily available
in the event of a declared disaster.
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10.3. DIRECTO turi uztikrinti, kad atsarginés
kopijos yra pasalintos, remti DIRECTO sistemy
atkdrima nelaimés atveju.

11. Laikymasis

11.1. DIRECTO turi teikti garantijg, kad DIRECTO
informacijos sistemos laikosi saugumo
reikalavimy ir politikos, taikomy jstatymuy ir
norminiy reikalavimy.

11.2. DIRECTO turi jgyvendinti tinkama audito
kontrole, ribojancig prieiga prie jrankiy ir
sistemy, taip uzkertant kelig netinkamam
naudojimui ar kompromisui ir uztikrinti, kad
auditai atitikty DIRECTO visuotine IT saugumo
politika, Rysio koda.

12. Kriptografiné kontrolé

12.1. DIRECTO turi plétoti ir jgyvendinti
kriptografinés kontrolés naudojimo politika
ilgalaikei apsaugai, konfidencialumo ir jautrios
informacijos ir turto vientisumo iSsaugojimui.

13. Tiekéjo santykiai

13.1. DIRECTO turi nustatyti ir palaikyti formalius
susitarimus su treciosiomis Salimis jtrauktomis j
DIRECTO informaciniy sistemy paslaugy teikimo
valdymo sritj, prireikus jtraukti batinus saugumo
kontrolés, politikos ir paslaugy lygio susitarimus.
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10.3. DIRECTO shall ensure that backups are taken
offsite, to support the recoverability of DIRECTO
systems in the event of a disaster.

11. Compliance

11.1. DIRECTO shall provide assurance that
DIRECTO information systems comply with security
requirements and policies, applicable laws and
regulatory requirements.

11.2. DIRECTO shall implement appropriate audit
controls, limiting access to tools and systems thus
preventing misuse or compromise, and ensuring
that audits comply with the DIRECTO Global IT
Security Policy; Code of Connection.

12. Cryptographic Controls

12.1. DIRECTO shall develop and implement a
policy on the use of cryptographic controls for the
enduring protection, confidentiality and
preservation of integrity of sensitive information
and assets.

13. Supplier Relationships

13.1. DIRECTO shall establish and maintain formal
agreements with third parties involved in the
service delivery management of DIRECTO’s
information systems, incorporating where
appropriate the necessary security controls,
policies and service level agreements.
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